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Name Resource Attributes Conditions Values 

SP1 

Page1.php 
loa gte 1 

location within val 

Page2.php 

loa gte 1 

building equals 1 

floor equals 3 

room equals 5 

time between 14:00-14:30 

date equals 2013-05-04 

Page3.php 

loa gte 1 

building equals 4 

floor equals 5 

room equals 2 

time between 14:00-15:30 

date equals 2013-05-04 

SP2 

Page1.php 

loa gte 2 

salarygrade gte 6 

age gte 33 

Page2.php 

loa gte 2 

salarygrade gte 6 

age gte 33 

position equals Admin 

• CAFS is the first framework to 

demonstrate how contexts can be 

used to provide federated services 

using SAML and GeoXACML. 

 

• The user utilises SSO feature 

 of the IdP reducing logins for 

separate services. 

 

•We also show how the user can 

be located precisely  and securely 

inside a building using external 

sensors (camera) of smartphones. 

• To choose different attributes 

without initiating a new flow. 

 

• To aggregate attributes from other 

      IdPs. 

[1] http://www.oracle.com/openworld/lad-en/session-pr 

sentations/middleware/14903-enok-1440256.pdf. 

[2] Md. Sadek Ferdous and Ron Poet. Portable Personal 

Identity Provider in Mobile Phones. To appear in the 

IEEE TrustCom-13, 2013. 

[3] http://www.oasis-open.org/committees/download. 

php/2713/Brief_Introduction_to_XACML.html. 

[4] http://www.opengeospatial.org/standards/geoxacml 

• A study by Oracle predicted $85 billions worth of market share for 

context-aware services by 2015 [1]. 

• However, there are many unresolved security and privacy issues that 

need to be addressed to harness the full potential of such context-aware 

services. 

• Most importantly, there is a lack of a framework based on standardised 

techniques satisfying different security and privacy requirements.. 

• CAFS (Context-Aware Federated Services) Framework has been 

developed using standardised technologies such  as Security Assertion 

Markup Language (SAML) and eXtensible Access Control Markup 

Language (XACML). 

• It allows users to have full control over contextual data & to access 

services securely and seamlessly using Single Sign On (SSO). 

• The experience can be hugely uplifted by utilising a Portable Personal Identity 

Provider (PP-IdP) [2] to create federations, to leverage the Single Sign On  

(SSO) feature  and provide context-aware federated services. 

• The IdP component has 

two sub-parts: the control 

panel and the IdP context. 

The control panel allows 

the user to start and stop 

the IdP and the IdP context 

is a servlet container 

consisting of servlets 

which handle different 

SAML requests. 

• The traditional XACML cannot 

handle any location data as part of 

its policy. 

• GeoXACML [4] is an extension 

to XACML to restrict accesses 

based on geographic information 

encoded in Geography Markup 

Language (GML) to be used in a 

policy as conditions. 

• Each SP has a few web pages protected using the PEP developed in PHP. 

• Based on CAFS Type 1 where location data is provided by the PP-IdP. 

• Here, location must be read from the QR Code and provided by the PP-IdP. • Context represents dynamic attributes: a user’s partial identity, the physical 

location, the time and date of the service request and the application domain of 

the Identity Provider (IdP) or the Service Provider (SP). 

• In the current setting, 

users usually share 

contexts anonymously. 

• This preserves privacy, 

but, personalised services 

requiring other contexts 

are difficult to provide. 

• When authentication is 

needed, users log-in 

separately at different 

SPs. 

• The whole process could 

be quite monotonous and 

inconvenient for the user.  

• The PP-IdP is a special type of IdP that is hosted in a mobile device owned 

and/or used by the user and is under the full control of the user and has two 

components: Personal Attribute Store (PAS) and IdP. 

• The PAS and the IdP have been developed for Android as Apps. The servlet 

container has been deployed using the embedded Jetty Web Server. 

• The PAS Control Panel 

can be used to manually 

add/update user attributes 

and then store them 

securely in a database. 

• The PAS can also use 

phone’s sensors to read 

contextual data and store 

them as user attributes into 

the database. 

• The XACML is an OASIS standard that defines a general-purpose access 

control and authorisation system [3]. 

• It is based on a request/repose protocol where different XACML entities 

interact to determine if a user can access a certain service. 

• The Table specifies the list of attributes 

required for each page in the respective SP.  

• val - geographic values: (55.865318, -

4.267437), (55.865185, -4.2660857), 

(55.864722, -4.266203), (55.864806, -

4.268220). 

• The gte means “greater than or equal”, 

the equals signifies a match, the within 

signifies location are within the specified 

value & between signifies the duration. 

•Verifiable location data are generated by 

QR Codes. 

• Using CAFS Type 1, the PP-IdP can directly be federated with SPs. 

• Using CAFS Type 2, the PP-IdP can be federated with a trusted IdP. 


